Awesome Internet Resources

1. Disable WebRTC: media.peerconnection.enabled (WebRTC) = false
2. Resist Fingerprinting: privacy.resistFingerprinting = true
3. Privacy.trackingprotection.fingerprinting.enabled = true
4. privacy.trackingprotection.cryptomining.enabled = true
5. First party isolate: privacy.firstparty.isolate = true
6. Tracking protection: privacy.trackingprotection.enabled = true
7. Disable geolocation tracking: geo.enabled = false
8. Media.navigator.enabled = false
9. network.cookie.cookieBehavior = 1
10. network.cookie.lifetimePolicy = 2
11. network.dns.disablePrefetch = true
12. network.prefetch-next = false
13. Disable WebGL: webgl.disabled = true
14. dom.event.clipboardevents.enabled = false
15. media.eme.enabled = false
21. gfx.downloadable_fonts.enabled = false
22.toolkit.telemetry.enabled = false
23.browser.send_pings = false
24.beacon.enabled = false
25.network.http.referer.XOriginPolicy = 1
26.network.http.referer.XOriginTrimmingPolicy = 2 
27.browser.sessionstore.privacy_level = 2
28.privacy.userContext.enabled = true
29.privacy.userContext.ui.enabled = true
30.privacy.userContext.longPressBehavior = 2
31.browser.urlbar.speculativeConnect.enabled = false
32.network.predictor.enabled = false
33.javascript:enabled = false
11.Add-ons > uBlock Origin > Add (& Allow in private browsing)
12.Add-ons > uBlock Origin > Settings > Filter lists > Ignore generic cosmetic filters > Disabled
13.Add-ons > uBlock Origin > Settings > Filter lists > Enable/check all non-regional lists >
14.Add-ons > uBlock Origin > Settings > Filter lists > Custom > Import > Add the following >
15.https://divested.dev/hosts-domains-wildcards
13.https://raw.githubusercontent.com/StevenBlack/hosts/master/hosts
16.https://raw.githubusercontent.com/DandelionSprout/adfilt/master/LegitimateURLShortener.txt
10.https://raw.githubusercontent.com/DandelionSprout/adfilt/master/Dandelion%20Sprout's%20Anti-Malware%20List.txt
11.https://raw.githubusercontent.com/iam-py-test/my_filters_001/main/antimalware.txt
17.https://raw.githubusercontent.com/hagezi/dns-blocklists/main/adblock/personal.txt
18.https://raw.githubusercontent.com/yokoffing/filterlists/main/privacy_essentials.txt
19.https://raw.githubusercontent.com/iam-py-test/uBlock-combo/main/list.txt
20.https://raw.githubusercontent.com/yokoffing/filterlists/main/annoyance_list.txt
17.https://divested.dev/blocklists/Fingerprinting.ubl
36. https://y2down.cc/en/
39. https://www.cymath.com/
71. https://massgrave.dev/
72.https://fmhy.pages.dev/
70.https://mediasavvy.pages.dev/
75.https://freeebies.site/docs/
73.https://champagne.pages.dev/
74.https://ripped.guide/
82.https://browserleaks.com/
95.https://htmlcheatsheet.com/
86.https://animatedbackgrounds.me/
96.https://developer.mozilla.org/en-US/
98.https://www.deviceinfo.me/
02.https://easylist.to/easylist/easylist.txt
03.https://easylist.to/easylist/easyprivacy.txt
04.https://filters.adtidy.org/extension/ublock/filters/101_optimized.txt
09.https://filters.adtidy.org/extension/ublock/filters/2_optimized.txt
10.https://filters.adtidy.org/extension/ublock/filters/122_optimized.txt
11.https://filters.adtidy.org/extension/ublock/filters/14_optimized.txt
12.https://filters.adtidy.org/extension/ublock/filters/4_optimized.txt
05.https://www.base64decode.net/
07.https://amiunique.org/
08.https://coveryourtracks.eff.org/
00.https://deepweb.pages.dev/
01.https://devpedia.pages.dev/
03.https://fmhy.net/
04.https://coomer.su/
08.https://prism-break.org/en/
09.https://kemono.su/
12.http://pdanet.co/
13.https://waydro.id/
14.https://www.reddcake.com/
15.https://rentry.co/v4win
37.https://oisd.nl/
38.https://1000.tools/
39.https://www.justfree.io/
41.https://devdocs.io/
48.https://rentry.co/cool_websites
40.https://www.myabandonware.com/
41.https://www.openkeychain.org/
42.https://forum.torproject.org/
43.https://darknetbible.org/
44.https://hiddenweb.to/
51.https://untools.co/
52.https://dark.fail/
50.https://privx.li/
53.https://tor.taxi/
55.https://tor.watch/
54.https://daunt.link/
59.https://codebeautify.org/
65.https://www.pexels.com/
55.https://unsplash.com/
66.https://pixlr.com/
70.https://rentry.co/FMHY
71.https://rentry.co/fmhy-guides
76.https://msmgtoolkit.in/
77.https://rentry.co/megathread
79.https://pixabay.com/
83.https://redd.it/plgy48
81.https://redd.it/jhtvn4
85.https://i.redd.it/s1bworcvxus61.png
83.https://www.grademyprompt.com/
84.https://rentry.co/FMHYBase64
85.http://ipleak.net/
87.https://lingva.ml/
86.https://www.themezy.com/
91.https://docs.invidious.io/
92.https://apislist.com/
95.https://prompts.chat/
99.https://sdk.vercel.ai/
96.https://quickref.me/
97.https://devhints.io/
02.https://up-for-grabs.net/#/
05.https://tosdr.org/
09.https://rtech.support/
10.https://blitz-setup.ahadns.com/
15.https://rentry.co/7ft2g
16.https://rentry.co/yosf3
18.https://webdevhome.github.io/
20.https://freestuff.dev/
19.https://free-for.dev/#/
20.https://tinywow.com/
22.https://smalldev.tools/
21.https://www.utilities-online.info/
22.https://flems.io/
33.https://vidsrc.to/
23.https://livecodes.io/
24.https://security-list.js.org/#/
26.https://www.chatpdf.com/
32.https://www.libhunt.com/
28.https://devhunt.org/
29.https://meet.jit.si/
33.https://appmus.com/
37.https://rentry.co/better-windows
38.https://rentry.co/oghty
45.https://jshint.com/
51.https://oceanofpdf.com/
52.https://hexchat.github.io/
53.https://annas-archive.org/
60.https://60minutejs.vercel.app/
62.https://piracy.vercel.app/
61.https://homepage.gallery/
62.https://www.nileshblog.tech/
66.https://codesandbox.io/
67.https://masteringjs.io/
69.https://avoidthehack.com/
70.https://restoreprivacy.com/
72.https://www.printfriendly.com/
73.https://webtopdf.com/
74.https://www.ilovepdf.com/
75.https://www.pdftool.org/en
77.https://www.html.am/
74.https://it-tools.tech/
75.https://webcurate.co/
76.https://html5up.net/
77.https://matcha.mizu.sh/
78.https://hoppscotch.io/
78.https://osssoftware.org/
79.https://tutorial.eyehunts.com/
81.https://goodfirstissue.dev/
89.https://quine.sh/contribute
82.https://roadmap.sh/
80.https://lmstudio.ai/
81.https://streamwatch.online/
88.https://www.themoviedb.org/
82.https://streamerflix.xyz/
84.https://www.levidia.ch/
80.https://ext.to/
81.https://rawg.io/
88.https://eja.tv/
83.https://dev.to/
81.https://hat.sh/
89.https://librey.org/
82.https://bn.bloat.cat/
88.https://lx.vern.cc/
83.https://www.tribler.org/
81.https://time.is/
80.https://websim.ai/
82.https://bstsrs.in/
81.https://cobalt.tools/
83.https://youplex.site/
84.https://thetvapp.to/
88.https://iptvcat.net/home_7
82.https://www.livehdtv.net/
83.https://iptv-web.app/
82.https://libreops.cc/
81.https://stacher.io/
83.https://mrfreetools.com/
84.https://bitsearch.to/
85.https://digdeeper.club/
86.https://redditlist.com/
89.https://www.justwatch.com/
90.https://visaindex.com/
86.https://www.couchtuner.show/
91.https://www.passportindex.org/
92.https://www.totalsportek.to/
94.https://softarchive.is/
95.https://rentry.co/t2yuy3wz/
96.https://rentry.co/MovieRecs
97.https://rentry.co/u234qq
88.https://rentry.org/FCK_DRM
98.https://alternativeto.net/
99.https://www.jsonviewer.tools/
01.https://sizeof.cat/links/
02.https://namso-gen.com/
03.https://receive-smss.com/
00.https://anonymsms.com/
04.https://www.fakexy.com/
06.https://llava-vl.github.io/
07.https://gpt4all.io/index.html
08.https://secondbrain.sh/
09.https://remotejobs.africa/
11.https://ai-archive.org/
12.https://bigdevsoon.me/
13.https://codetogo.io/
14.https://webgradients.com/
15.https://getwaves.io/
16.https://layers.to/
18.https://dribbble.com/
17.https://www.behance.net/
19.https://www.pinterest.com/
11.https://www.curated.design/
12.https://minimal.gallery/
16.https://landings.dev/
17.https://httpster.net/
18.https://designvault.io/
19.https://maxibestof.one/
20.https://godly.website/
21.https://websitevice.com/
22.https://onepagelove.com/
16.https://www.blobmaker.app/
17.https://animista.net/
07.https://www.dark.design/
08.https://recent.design/
09.https://whimsical.club/
10.https://www.footer.design/
11.https://pafolios.com/
12.https://siiimple.com/
13.https://cssnectar.com/
21.https://personalsit.es/
23.https://ecomm.design/
24.https://refero.design/
18.https://lookup.design/
00.https://www.lapa.ninja/
11.https://www.fosshub.com/
18.https://www.lipsum.com/
19.https://fonts.google.com/
20.https://landingpage.fyi/
21.https://emailnator.com/
22.https://www.morphic.sh/
23.https://www.perplexity.ai/
24.https://labs.perplexity.ai/
25.https://www.phind.com/
26.https://huggingface.co/chat/
27.https://www.aiuncensored.info/
28.https://www.landingfolio.com/
29.https://www.siteinspire.com/
30.https://www.inspovault.com/
31.https://www.landing.gallery/
32.https://www.seesaw.website/
33.https://www.siteofsites.co/
32.https://admiretheweb.com/
34.https://www.webdesign-inspiration.com/
35.https://www.designspiration.com/
36.https://bestwebsite.gallery/
37.https://unmatchedstyle.com/
38.https://www.saaspo.com/
39.https://saaslandingpage.com/
40.https://bestagencysites.com/
41.https://www.darkmodedesign.com/
42.https://commercecream.com/
43.https://www.storefront.design/
44.https://killerportfolio.com/
45.https://www.unsection.com/
47.https://deadsimplesites.com/
46.https://www.webinteractions.gallery/
47.https://www.indiehackers.com/
48.https://brutalistwebsites.com/
49.https://www.navbar.gallery/
50.https://www.landing.love/
51.https://www.hoverstat.es/
52.https://a-fresh.website/
53.https://land-book.com/
45.https://opencritic.com/
46.https://whatoplay.com/
47.https://publicapis.dev/
54.https://www.awwwards.com/
44.https://web-dev-resources.com/#/
55.https://cssdesignawards.com/
56.https://webcode.tools/
57.https://free-stock.video/
58.https://freeimage.host/
59.https://websitevice.com/
60.https://html.earth/
61.https://caniuse.com/
62.https://lobste.rs/
63.https://www.saashub.com/
64.https://dabblet.com/
66.https://libreprojects.net/
67.https://simpleicons.org/
68.https://coverr.co/
69.https://uigradients.com/
70.https://switching.software/
71.https://html-cleaner.com/
72.https://uiverse.io/
74.https://freshcode.club/
75.https://htmlrev.com/
76.https://projecteuler.net/
77.https://zealdocs.org/
78.https://symbl.cc/en/
79.https://ihateregex.io/
80.https://resumake.io/
81.https://hckrnews.com/
84.https://shortcode.dev/
85.https://mockuper.net/
86.https://cssreference.io/
87.https://javascriptquiz.com/
88.https://undraw.co/
89.https://www.free-css.com/
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Awesome Internet Resources

1. Disable WebRTC: media.peerconnection.enabled (WebRTC) = false
2. Resist Fingerprinting: privacy.resistFingerprinting = true
3. Privacy.trackingprotection.fingerprinting.enabled = true
4. privacy.trackingprotection.cryptomining.enabled = true
5. First party isolate: privacy.firstparty.isolate = true
6. Tracking protection: privacy.trackingprotection.enabled = true
7. Disable geolocation tracking: geo.enabled = false
8. Media.navigator.enabled = false
9. network.cookie.cookieBehavior = 1
10. network.cookie.lifetimePolicy = 2
11. network.dns.disablePrefetch = true
12. network.prefetch-next = false
13. Disable WebGL: webgl.disabled = true
14. dom.event.clipboardevents.enabled = false
15. media.eme.enabled = false
21. gfx.downloadable_fonts.enabled = false
22.toolkit.telemetry.enabled = false
23.browser.send_pings = false
24.beacon.enabled = false
25.network.http.referer.XOriginPolicy = 1
26.network.http.referer.XOriginTrimmingPolicy = 2
27.browser.sessionstore.privacy_level = 2
28.privacy.userContext.enabled = true
29.privacy.userContext.ui.enabled = true
30.privacy.userContext.longPressBehavior = 2
31.browser.urlbar.speculativeConnect.enabled = false
32.network.predictor.enabled = false
33.javascript:enabled = false
11.Add-ons > uBlock Origin > Add (& Allow in private browsing)
12.Add-ons > uBlock Origin > Settings > Filter lists > Ignore generic cosmetic filters > Disabled
13.Add-ons > uBlock Origin > Settings > Filter lists > Enable/check all non-regional lists >
14.Add-ons > uBlock Origin > Settings > Filter lists > Custom > Import > Add the following >
15.https://divested.dev/hosts-domains-wildcards
16.https://divested.dev/blocklists/Fingerprinting.ubl
1.https://github.com/AyushSaini00/60minuteJavaScript
2.https://github.com/Ayushparikh-code/Web-dev-mini-projects
3.https://github.com/thinkswell/javascript-mini-projects
4.https://github.com/romeojeremiah/javascript-projects-for-beginners
5.https://github.com/HuXn-WebDev/HTML-CSS-JavaScript-100-Projects
6.https://github.com/martin-js-dev/100-JavaScript-projects
7.https://github.com/lydiahallie/javascript-questions
8.https://github.com/sindresorhus/awesome?tab=readme-ov-file
9.https://github.com/h5bp/Front-end-Developer-Interview-Questions
11.https://github.com/yangwenmai/github-trending-backup
12.https://github.com/ryanmcdermott/clean-code-javascript
13.https://github.com/Evavic44/portfolio-ideas
14.https://github.com/hackerkid/Mind-Expanding-Books
15.https://github.com/learn-anything/books
17.https://github.com/yokoffing/filterlists
15.https://raw.githubusercontent.com/StevenBlack/hosts/master/hosts
18.https://github.com/qbittorrent/search-plugins/wiki/Unofficial-search-plugins
18.https://raw.githubusercontent.com/hagezi/dns-blocklists/main/adblock/personal.txt
19.https://raw.githubusercontent.com/yokoffing/filterlists/main/privacy_essentials.txt
20.https://raw.githubusercontent.com/DandelionSprout/adfilt/master/LegitimateURLShortener.txt
21.https://raw.githubusercontent.com/yokoffing/filterlists/main/annoyance_list.txt
22.https://raw.githubusercontent.com/DandelionSprout/adfilt/master/Dandelion%20Sprout's%20Anti-Malware%20List.txt
23.https://raw.githubusercontent.com/iam-py-test/my_filters_001/main/antimalware.txt
24.https://raw.githubusercontent.com/iam-py-test/uBlock-combo/main/list.txt
25.https://filters.adtidy.org/extension/ublock/filters/101_optimized.txt
26.https://filters.adtidy.org/extension/ublock/filters/2_optimized.txt
27.https://filters.adtidy.org/extension/ublock/filters/122_optimized.txt
28.https://filters.adtidy.org/extension/ublock/filters/14_optimized.txt
28.https://filters.adtidy.org/extension/ublock/filters/4_optimized.txt
30.https://erynith.github.io/movie-web-instances/
31.https://evanli.github.io/Github-Ranking/
29.https://github.com/iv-org/invidious
11.https://github.com/Ahwxorg/binternet/
30.https://github.com/nyas1/Material-You-app-list
31.https://github.com/offa/android-foss
32.https://github.com/Igglybuff/awesome-piracy
33.https://github.com/airbnb/javascript
34.https://github.com/ryanmcdermott/clean-code-javascript
35.https://github.com/sudheerj/javascript-interview-questions
36.https://github.com/ai-collection/ai-collection
37.https://github.com/k4m4/movies-for-hackers
38.https://github.com/pawelborkar/awesome-repos
33.https://github.com/search?q=curated&type=repositories
39.https://xdaforums.com/t/windows-ultimate-collection-guides.4507867/
40.https://xdaforums.com/t/android-ultimate-collection-guides.4513231/
41.https://github.com/johnjago/awesome-free-software
42.https://shakil-shahadat.github.io/awesome-piracy/
43.https://github.com/Shakil-Shahadat/awesome-piracy
44.https://dev.to/macmacky/70-javascript-interview-questions-5gfi
45.https://github.com/Shakil-Shahadat/awesome-windows-privacy
46.https://github.com/TemporalAgent7/awesome-windows-privacy
47.https://github.com/TeamPiped/Piped/wiki/Instances
44.https://eylenburg.github.io/cloud_comparison.htm
41.https://github.com/trimstray/the-book-of-secret-knowledge
44.https://github.com/fffaraz/awesome-courses?tab=readme-ov-file
45.https://github.com/jnv/lists
46.https://github.com/mendel5/alternative-front-ends
47.https://gitlab.com/piracy/piracy/-/tree/master/docs
48.https://github.com/Awesome-Windows/Awesome
44.https://github.com/iptv-org/awesome-iptv#%23free
49.https://github.com/kamranahmedse/developer-roadmap
50.https://github.com/public-apis/public-apis
51.https://github.com/ChrisTitusTech/winutil
52.https://github.com/sajayprakash/megathread
53.https://github.com/7x5rg/piracy-wiki
54.https://github.com/btw-so/open-source-alternatives
55.https://github.com/Akshat4112/1000_Project_Ideas
56.https://github.com/Evavic44/portfolio-ideas
58.https://github.com/dropbox/css-style-guide
59.https://github.com/bradtraversy/design-resources-for-developers
55.https://github.com/DhanushNehru/Ultimate-Web-Development-Resources
56.https://dev.to/ender_minyard/full-stack-developer-s-roadmap-2k12#how
60.https://github.com/cloudcommunity/Free-Certifications
61.https://github.com/ripienaar/free-for-dev
62.https://github.com/ngosang/trackerslist#ngosangtrackerslist
63.https://github.com/awesome-selfhosted/awesome-selfhosted
64.https://github.com/billmei/every-proximity-chat-app
65.https://github.com/Developer-Y/cs-video-courses
66.https://github.com/revanced-apks/build-apps
64.https://github.com/pluja/awesome-privacy
61.https://github.com/paulaime/awesome-privacy
65.https://www.privacyguides.org/en/tools/
68.https://sajayprakash.github.io/megathread/
66.https://github.com/MoonWalker440/Music-Megathread/
67.https://avoidthehack.com/firefox-privacy-config
77.https://github.com/DudeWithOneLeg/OD-Master-List
78.https://github.com/jubalh/awesome-os
79.https://github.com/gdcmarinho/awesome-project
68.https://archive.org/details/dec_15_14_embed
66.https://archive.org/details/zorin-os-12.2-core-32
67.https://archive.org/details/ubuntu-20.04.2.0-desktop-amd64
68.https://archive.org/details/ubuntu-18.04.5-desktop-amd64
65.https://docs.google.com/spreadsheets/u/0/d/1cD6ys-NZklXWgpISCNjuy_UGqH4twEJg-PPOUUGv1kE/htmlview?pli=1&urp=gmail_link
66.https://dev.to/lissy93/50-ways-to-bring-in-extra-cash-as-a-developer-19b6
67.https://dev.to/saviomartin/20-killer-javascript-one-liners-94f
68.https://dev.to/biplov/15-fun-apis-for-your-next-project-5053
69.https://dev.to/abhishekgurjar/html-css-and-javascript-projects-3b6e
70.https://dev.to/themodernweb/amazing-portfolio-website-using-html-css-and-js-l8f
71.https://sebastianmarines.com/post/journey-of-a-packet-exploring-networks-with-traceroute/
72.https://dev.to/dipsankadariya/computer-networks-101-understanding-the-fundamentals-in-networking-5ddk
73.https://dev.to/prodevopsguytech/devops-for-beginners-a-complete-roadmap-to-get-started-2863
74.https://dev.to/alwaysaman/day-6understanding-stack-and-heap-in-javascript-3766
75.https://dev.to/lokesh_singh/50-must-know-vs-code-extensions-for-faster-development-5e7a
76.https://dev.to/alisamir/throttling-debouncing-in-javascript-a-beginners-guide-3j7n
69.https://archive.org/details/en-us_windows_10_enterprise_ltsc_2021_x64_dvd_d289cf96
66.https://releases.ubuntu.com/21.10/ubuntu-21.10-desktop-amd64.iso.torrent
66.https://www.reddit.com/r/ListOfSubreddits/wiki/listofsubreddits/
62.https://dev.to/mahf001/javascript-engine-12ld
67.https://ubuntu.com/download/alternative-downloads
68.https://codeberg.org/ADHDefy/delightful-creative-tools
69.https://unapothecary.neocities.org/websites
70.https://hackerthemes.com/bootstrap-cheatsheet/
77.https://docs.docker.com/desktop/settings/linux/
71.https://rentry.co/cool-stuff-i-found-on-the-internet
72.https://exodus-privacy.eu.org/en/
70.https://virusscan.jotti.org/
71.https://rentry.co/Pixelated_Pathways
72.https://app.commanddash.io/
73.https://www.30secondsofcode.org/
74.https://www.w3schools.com/
76.https://www.javascripttutorial.net/
77.https://www.quackit.com/html/templates/
78.https://demo.jellyfin.org/stable
80.https://www.opensourcealternative.to/
81.https://european-alternatives.eu/
82.https://mindexpandingbooks.com/
83.https://www.downloadhelper.net/
75.https://www.documentaryarea.com/
72.https://en1.savefrom.net/1KB/
80.https://pluja.github.io/awesome-privacy/
81.https://codeberg.org/librarian/librarian
82.https://portfolio-ideas.vercel.app/
83.https://sopdrive.appspages.online/
84.https://soda.privatevoid.net/num/links/
85.https://recipe-search.typesense.org/
86.https://webtorrent.io/desktop/
87.https://filepursuit.com/
88.https://fileditch.com/
89.https://www.topcartoons.tv/
89.https://torrents.youplex.site/
90.https://reddit10.sportshub.stream/
91.https://digital-defense.io/
99.https://privacytoolslist.com/
92.https://github.com/libreops/
93.https://encryptedlist.xyz/
88.https://basketball-video.com/
94.https://tycrek.github.io/degoogle/
95.https://matcha.mizu.sh/matcha.css
97.https://www.supercartoons.net/
99.https://divestos.org/pages/browsers
98.https://alliptvlinks.com/iptv-m3u-lists/
99.https://frontendchecklist.io/
01.https://css2js.dotenv.dev/
02.https://aymkdn.github.io/characters/
03.https://explainshell.com/
04.https://www.base64-image.de/
05.https://www.responsivebreakpoints.com/
06.https://bem-cheat-sheet.9elements.com/
07.https://cssgrid-generator.netlify.app/
08.https://lowcostminipcs.com/
09.https://www.freepublicapis.com/
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